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Abstract

Probabilistic model checking is a useful technique for
specifying and verifying stochastic systems. These methods
typically rely on the assumed structure and probabilities of
certain system transitions which may be violated by
adversarial manipulation. We develop a formal definition
of adversarial robustness and a flexible framework for

Modeling the Adversary

Our adversarial robustness framework models an adversary as a set (PS) of possible
perturbations to the DTMC transition probabilities. In this work, we consider a class of
adversarial models for which PS is a set of perturbations within an epsilon ball around the
original transition probabilities with respect to the max distance function between the
perturbation matrices: : |IP - P'll... < ¢, We show four specific instances of these threat models.

modeling adversaries in discrete time Markov chains Original DTMC Structure Preserving Non-Structure Preserving
(DTMCs). We develop attack synthesis algorithms and
evaluate our methods on a set of DTMC case studies.
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- s - - We compare the two solution methods over randomized 5x5, 10x10, and 15x15
pr I{es—u'lts DTMCs using a selected transitions threat model with 5, 10, and 20 vulnerable
We model the spe cific attacker as a matrix X We measure the effect that the amount of perturbation transitions (parameters) to illustrate the relative growth in computation time

of transition probability perturbations. We

has on the probability that the DTMC reaches a success
state within 200 time steps for a 25 state Gridworld

set up an optimization problem to find the X DTMC. We compare structure preserving and non-
which minimizes the probability that the structure preserving selected states threat models with
perturbed DTMC (With transition probability 3 and 5 vulnerable states, with perturbation budget €

matrix P+X) satisfies a temporal logic

ranging from 0.05 to 0.3.We see that the attacks which
can modify the structure of the DTMC have a greater

between the two solutions.

We see that precomputing the symbolic solution leads to significantly
faster optimization times (right hand side of the addition) compared to using
PRISM [1] to directly compute the objective at every step of the optimization.
However, precomputing the solution function quickly becomes expensive
especially with larger state spaces, and leads to a timeout when the state size
grows beyond 100.

property Wlth I‘eSpect tO the glven attaCker impaCt on robustness. Property 4 States # Params Method Total Duration (in seconds)
bounds. Formally, . P=7 [s)=5 U s=24] 25 5 Direct Computation 0.354
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worst-case attack is within the s threshold 0.05 0-10 0.15 0.20 0.25 0.30 P=7 [sl=15 U s=224] 225 20 Direct Computation 290.201
y & P=7 [sl=15 U s=224] 225 20 Symbolic Soln. Func. TO
We propose and implement two methods to X (£=0.1, SS) P X (£ = 0.1, S5) We visualize the DTMC transition probability
solve this optimization problem' o °- B matrices and worst-case attacker perturbation
1) Direct obiect; fat ine th o o - matrices for a 3x3 Gridworld DTMC (pictured
) Direct o jective c.o.ml.)u ation using the - o -- below). We consider structure preserving and
PRISM]|1] probabilistic model checker. ~ - Il non-structure preserving selected states threat
2) Pre_computing a SymbOliC Objective 0 1 2 3 4 5 6 7 8 0 1 2 3 4 5 6 7 8 models with vulnerable states 1, 3, and 7, with
: : respect to the probability that the system reaches
function I.J‘Slng the. PARAM [2] X (€=0.3, SS) P+X (£ = 0.3, SS) the goal, while avoiding the hazards, in 6 steps.
parametric modeling tool. - - -- Attacker perturbations increase probability of
We implement the experiments in Python - =009 > o mm  mm__ transitioning to hazard states and decrease
€=0. . . ey . .
and use the SciPy Sequential Least Squares . - — probability of transitioning to the goal state. In

Programming (SLSQP) minimizer.

Conclusion

Prior work on perturbation analysis in DTMCs focuses
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primarily on perturbations which maintain the structure of B S S S S S A

the DTMC, and does not allow for analysis of specific
attackers. In our work, we develop a formal model for
reasoning about large classes of adversaries. We develop

X (€ = 0.3, SPSS)

two solutions which finds the worst-case attack on a system 2- B
with respect to a perturbation set and temporal logic o

property. We evaluate our solution and provide examples of E -

potential uses for our framework in system analysis. 0 1 2 3 4 5 6 7 8

876543210

876543210

]
| - the non-structure preserving case, the previously
° unreachable hazard (state 2) becomes reachable
after attack. This sort of analysis can be useful to a

Py 01 9P53) system designer, as it illuminates not only the
m e effects of attacks on the system, but the specific
— - components which are most vulnerable.
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